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Introduction

Using a special firmware image provided by Nordic Semiconductors and the open source network analysis tool
Wireshark, the Bluefruit LE Sniffer (https://adafru.it/edE) can be used as a low cost Bluetooth Low Energy sniffer.

NOTE: This product can only be used to sniff Bluetooth Low Energy devices. It will not work with classic
Bluetooth devices or transactions.

Since nRF-Sniffer is a passive solution that is simply scanning packets over the air, there is the possibility of
missing packets using this tool (or any other passive sniffing solution). In order to capture as many packets as
possible, be sure to run the sniffer on a USB bus that isn't busy and avoid running it in a virtual machine since
this can introduce significant latency over USB.
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https://www.adafruit.com/product/2269

USB Driver Install
CP2104 Driver Requirements (Black Boards)
The latest version of the sniffer uses the CP2104 USB to Serial bridge and drops the SWD connector, allowing us to sell

the boards at a significant discount compared to version 1.0. To use these boards, though, you will need to install the
CP2104 VCP driver from Silicon Labs (https://adafru.it/vrf):

mgi it

SILICON LABS s-Referer
About = Products = Solutions = Community & Support = R ﬂ
Silicon Labs = Products = Deve ent Tools = Software = USB to UART Bridge VCP Drivers

The CP210x USE to UART Bridge Vinual COM Port (VOP) drivers are required for device operation as a Vimual COM Port to faciltate host commanication with

products. These devices can also interface to a host using the i ( r. These drivers are static examples detailed in application note 197: The Seria

Communacations Guide for the CP210%, download an exampse Delow

Download Software

The CP210x Manufaciur ng OLL and Runitime DLL have been updated and must be used with w0 and later of the CF210x Windows WCP Driver. Application Note
Software downloads affected are ANT445W.2ip, AN205S5W.2ip and AN2235W.zip. If you are using a 5. driver and need suppart you can download anchived

Legacy 05 software and driver package download links and suppart information »

FTDI Driver Requirements (Blue Boards)

Before you can start talking to the sniffer, you'll need to install a standard FTDI driver for the FT231x located on the

device.

Find the appropriate FTDI VCP installer on the FTDI Driver Download Page (https://adafru.it/aJv), install it on you
system, and then insert the sniffer in any USB port on your system.

Curmently Sepported YCP Orivers:
Processor Architecturs
Operating System | Mot w88 (X2 5i) o (b} PPC ARM | MIPSE MIPSN WA Cammants.

Avcalatie 13 JD SR 21200 WHOL Cortifd
Windows" Ma-0ean - - - - Avaiiabin av pta sxnculabie
Conta? gt GIECin e Eass fictas
mumw
A FTIDN dervices iow SUPROe i Litianty 11.10, kil 300
L 2000-08-14 180 188 - 3 : % g "
Parker i TH-101 # you reed & cusicen WCP VIDWPID in Lins

Maz D5 X 2012-08-10 2218 2218 2218 Mw‘;ﬂmnwmﬂ;ﬂmvﬂpvﬂﬂﬁnm
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Using with Sniffer V2

In mid 2018, Nordic release new Bluetooth LE sniffer firmware - this firmware works way better with Wireshark.
As of August 2018 we are only selling Sniffers pre-prorgrammed with Firmware version 2

If you have a firmware V1 (packaging doesn't say firmware V2, or you bought before August 2018) see the previous
sections!

Nordic User Manual

You can grab the 'official' user manual from Nordic at https://www.nordicsemi.com/eng/Products/Bluetooth-low-
energy/nRF-Sniffer (https://adafru.it/C68) we include a mirror of the v2.1instructions below

https://adafru.it/C69

https://adafru.it/C69

V2 Firmware

You need a J-Link or other SWD programming jig in order to install/change the sniffer firmware!

If by chance you have an nRF51822 board you want to load the firmware on, here's a hex that does not require the
32khz crystal (but does require the 16 mhz crystal)

https://adafru.it/Cba

https://adafru.it/Céa

Again, we don't have a guide or tutorial on loading the firmware onto an nRF51. We don't have the original source
code, that hex is from Nordic and they only release hex files
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https://www.nordicsemi.com/eng/Products/Bluetooth-low-energy/nRF-Sniffer
https://cdn-learn.adafruit.com/assets/assets/000/059/041/original/nRF_Sniffer_User_Guide_v2.1.pdf?1533935335
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V2 Wireshark Usage

For the V2 firmware, its recommended that you use Wireshark - the V1 had various methods such as a Python API but
really they were all mediocre compared to the abilities of Wireshark

WIRESHARK

Install Wireshark

Start by installing Wireshark, a great cross-platform monitoring tool

Visit https://www.wireshark.org/ (https://adafru.it/eDB) and download the latest version of Wireshark for your operating
system

When installing on windows, check the box to also install WinPcap

Install Wireshark Plugin

Next up, download and unzip the Nordic plugin:

https://adafru.it/C6b

https://adafru.it/C6b

WARNING this file is huge - 160MB!

Open Wireshark, in the Help menu select About

Statistics  Telephony Wireless  Tools  Help wireshark
= F L= aaamH Contents F1
Manual pages 2
Ml Website
FAQ's
M Ask(Qan)
Downloads
ARFLzigbeesniffer\outfile2 bt (not found) =
\RFuzigbeesniffenoutilent (654 Bytes) | M *
Sample Captures

Check for Updates...

About Wireshark
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https://www.wireshark.org/
https://www.nordicsemi.com/eng/nordic/download_resource/65225/1/81282695/136163
https://learn.adafruit.com/assets/59053

P ' * Inthe Folders tab, find the extcap path
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e (T2 2] TrpeCal Filis |

T dboqe Ll dvada Mrogbor T g epudlen, sapturs fde
Tarng: Lty edaplan Lol Jemg enkified caplune ey
Peruonal ot Clhen ek’ Applipte B peang Wintihirk e, prefererstn, dhe,

. Loy I i, proferore e, masd,
bl g Dl W e AL gL
Progean ElFrogtnes Frbel i eshhach, progean fies
Pernonal Ploger Ciiberysdepde’ Apol e’ P Lk Ewary phoger
Gighal Plagns £-tofvoge pes obes's Wirpshac plugerei 2§ Banary phugem
Doronal Lt Plagens L0t it o, TrTS— [,
sl Lisa Pt CiFvengimes Fabesh Wbl ol Bk vty
Extap path oty pes Fabenls Wi e crcieg Exting Phugans vearch path
Mdaxhrd B8 puth oo peDiatai Gectf' Mlachand B datsbae cesech pass.
Mlashnd 08 path el Wasbrd D datsbuise semsch pach
UELPIE path T LEPE search path

Open that directory up, then copy over the files within the nrf_sniffer.zip extcap folder into the extcap folder

In the end, your Wireshark/extcap directory should contain nrf_sniffer.bat, nrf_sniffer.py and SnifferAPI folder.

Hame Share Wiew
& w ool DikiC) > Progmmfiles » Weethwk » etcap | v & Seschedcap
-~
etcap *  Meme Date modified Type
& POBs
This Tedder 15 ermply.
& pythen 1

T | edcap

27 Ovopbox (acafrust) F
Home Share Wiew
£# Dropbox (Persorul
= of oot smitter 200-beta-t 5123600 » etcap | /@  Search extcap r
B¥ Comgputer -
PoWes ] 20 = sl | * Mame Date modfied Type Size
Objects i Chack pcces
B Deskaop — . SnifferkPl W18 20T P File folder
B foc . [ raf_sniffes.bat WIVZNEZOTPM  Windows Baich File
= arnts Libe: L3 =
" o My X raf_snifferpy 0E20TPM PY Fle
a Df\'!hﬂmﬂlt -
Jr Music & Frtzing-Libea
= Pictures B¢ " +
B video: & Diopbos (ady #
- hocHl DRE(C) v < £ De
3 opbos (Per #
[ET ol

Now quit Wireshark so we can get things tested!

Dealing With Python 2 vs 3

Nordic's sniffer code is Python 2 only, so if you have Python 3 your default (which, by now, you probably do) you'll need
to install Python 2.

The best way to test is to go to the extcap directory in your terminal software and try running nrf_sniffer.bat (Windows)
or python nrf_sniffer.py (Mac/Linux)

If you get the error on the print "LOGGING FAILED" line
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https://learn.adafruit.com/assets/59054

B Command Prompt = i x

Then you'll need to trick the sniffer software into using Python 2

For Windows, at least, | installed Python 2.7 into C:\Python27 (the default) and then edited the nrf_sniffer.bat file to say:

@echo off
C:\Python27\python "%~dpOnrf sniffer.py" %*

note the explicit path!

Installing Dependancies

Once you get past that part, you can try rerunning the bat/py script and you may get other missing module errors like
No module named serial

You'll need to install these with pip
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Warning! Because you have to use Python2 here, make sure you're using pip2 or on windows, use the full path
C:\python27\Scripts\pip2.exe

e.g. C:\python27\Scripts\pip2.exe install pyserial

8C :\python27\Scriptsi\pip2.exe install pyserial

Test Capture

OK finally once that works, start Wireshark again.

This time you'll see the nRF Sniffer capture device!

Welcome to Wireshark
Open
C:\Users\ladyeda\Dropbax\ RF\zigbeesniffer\ outfile2 txt (not found)
C\Users\|ladyads\Dropbox\RP\zigbeesniffer\outfile.tat (564 Bytes)

= i
Capiture

..using this fiter: | - it «| |alinterfaces shown ™

L Local Area Connection 4 |
@  nRF Sniffer COMB3 .

Double Click on that line to start the Capture!

https://adafru.it/C61
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Using with Sniffer V1

The original Bluetooth LE sniffer firmware from Nordic had some restrictions such as only being usable by Wireshark 1.
As of August 2018 we are only selling Sniffers pre-prorgrammed with Firmware version 2

However, we'll keep this documentation up in case its useful for people with old boards

You need a J-Link or other SWD programming jig in order to install/change the sniffer firmware!

If by chance you have an nRF51822 board you want to load the firmware on, here's a hex that does not require the
32khz crystal (but does require the 16 mhz crystal)

https://adafru.it/C4k

https://adafru.it/C4k

Again, we don't have a guide or tutorial on loading the firmware onto an nRF51. We don't have the original source
code, that hex is from Nordic and they only release hex files
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https://cdn-learn.adafruit.com/assets/assets/000/059/037/original/ble-sniffer_nRF51822_1.0.1_1111_Sniffer_No32kHz.hex?1533931621

V1 Sniffer Software

This page is for the V1 Sniffer firmware only! If you have V2, check the other page - the process has changed

between versions.

Using the Firmware V1 Sniffer

There are currently two ways to use the sniffer:

Nordic's nRF Sniffer Utility (Windows only)

If you are on Windows, the best user experience will be had by using the official Nordic nRFSniffer application,
available as a download from Nordic Semiconductors after creating a 'My Pages' account, and registering your device
using the product ID located on the Bluefruit LE Sniffer packaging.

More information on using Nordic's nRF Sniffer application (https://adafru.it/k6F).

Commands = -
> for sniffing.
APFOu ys . Use ENTER to select.
[#]1 or ENTER Select a device i From list. -
i will only follow advertisements.
viewver for the sniffer.

I > -58 dBm2>.
I > =78 dBm)>.
I > -98 dBm).

o
h

s

u
CTRL-R

Availabhle devices:

# public name

65 dBm
—46 dBm

Sent Key value to sniffer

Python API (Cross-Platform, no Registration)

If you are not using Windows, or don't wish to create a MyPages account, the alternative is to use a Python interface to
communicate with the nRFSniffer firmware, which will log any traffic to a libpcap file that can be opened directly in
Wireshark. This has been tested on OS X 10.10, Ubuntu 14.04 and Windows 7, but it currently doesn't support
streaming data directly into Wireshark via named pipes (though this is possible with some platform-specific effort).

More information on using the Python API (https://adafru.it/k7a).
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r

town“~ApplatasRoaming~Mordic niconductor

COHG
(552

[11 " (E7:8 H 66, RSS
[21 """ (14:9 B CF, RSSI

Celect a device to ff, or 'R’
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V1 Nordic nRF Sniffer

This page is for the V1 Sniffer firmware only! If you have V2, check the other page - the process has changed

between versions.

The following guide will walk you through downloading, installing and using the official nRF Sniffer application for
Nordic Semiconductors.

Getting the Sniffer Utility

The Bluefruit LE Sniffer comes pre-flashed with the special sniffer firmware image, but you'll need to go to Nordic's
website and download the nRF-Sniffer package to capture the data on Windows and push it out into Wireshark for
packet by packet analysis.

Go to the nRF Sniffer product page (https://adafru.it/ezV) and click the 'downloads' tab, then download the latest
version of the utility, as shown below, and unzip it:

Code Name Version
nRF Sniffer (First Production release) - PC Software and Device
nRF-Sniffer Firmware that allow you to see all Bluetooth low energy packets 1.0.1

on the air between two devices.

Inside this downloaded file you'll find the sniffer executable, which will open up the command-line tool when you click
on it.

Getting Wireshark

In order to use the sniffer utility you'll also need to download Wireshark (https://adafru.it/ecp), preferably verison 1.12.1
(the same one used in this tutorial).

You may need to explore the download mirrors, such as https://1.na.dl.wireshark.org/ (https://adafru.it/C3w) to find the
download link since they dont have a direct v1 link

Simply select the 32-bit or 64-bit Windows Installer and install it on your machine using the default settings:

Make sure you are using a version greater than or equal to 1.12.1, but less than the most recent 2.x release
family. The plugin is written with 1.12.x as a target.

Stable Release (1.12.2

Windows Installer (64-bit)

Windows Installer (32-bit)
Windows PortableApps (32-bit)

& 0S X 10.6 and later Intel 64-bit .dmg
05 X 10.5 and later Intel 32-bit .dmg

pers migh

Source Code
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http://www.nordicsemi.com/eng/Products/Bluetooth-Smart-Bluetooth-low-energy/nRF-Sniffer
https://www.wireshark.org/download.html
https://1.na.dl.wireshark.org/

Make sure that you install the libpcap library when installing Wireshark. Any log files captured by the python

library are in libpcap format, and will require this library to work.

Running the Sniffer

Now that everything is installed, you can get started using the Bluefruit LE Sniffer and the sniffer bridge SW that pushes
any sniffed data out into Wireshark ...

Select the Sniffer Target

The nRF-Sniffer can only sniff one device at a time, so the first step is getting the sniffer running and then selecting the
device that you want to debug.

Start nRF-Sniffer by running the ble-sniffer_win executable (for example: ble-sniffer_win_1.0.1_1111_Sniffer.exe).
This will try to detect the device running the nRF-Sniffer firmware over a UART COM port.

If the board isn't detected right away type 'f' to erase any previous com port settings, or try removing and then re-
inserting the sniffer while the console application is running.

Once the sniffer is found, you should see a list of all BLE devices that were detected in listening range:

If you see a warning in the application about your firmware being out of date and requesting to update it,
IGNORE THE WARNING. The Adafruit boards run a slightly modified version of the sniffer firmware, which
causes the tool to think it is out of date.

[ BLE Sniffer 1.0.1

Commands = -

arrow ke

[#] or ENTER Se y t if f 3 B
11 ] i

o
h

u (
CTRL-R le am fim hoard

Availahle dewic
# public name

1@ ™ —98 dBm
1 i 65 dBm
] —46 dBm

Scanning for devices.

Sent Key value to sniffer

L
In this particular case, we'll select device number 2, which is a BLEFriend running the standard UART firmware.

Type the device number you want to sniffer (in this case '2'), and you should see the device highlighted in the list,
similar to the image below:
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[} BLE Sniffer 1.0.1
BTLE Plugin version

Commar

arrow k
[#] or ENTER 8

& ™
: Fer will only follow advertisements.
the primary vi for the sniffe

ay fFilter:

lay Filter:

play Filt :
a3

et I o
Launch Uf-P.r_l;_iuide Cpdf >

e pdf
Re-program firmware onto board

Available devices:

# public name RESI device address
-98 dBm = H r f  public
1 ¥ 98 dBm ‘ - b  public
[¥1 2 =46 dBm 2d:cbic?:31: random

Sniffing device 2 — "

i

At this point you can type 'w', which will try to open wireshark and start pushing data out via a dedicate pipe created

by the nRF-Sniffer utility.

https://adafru.it/C61
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V1 OS X Support

This page is for the V1 Sniffer firmware only! If you have V2, check the other page - the process has changed

between versions.

If you are running OS X 10.9 or higher, you can also use the sniffer on OS X using the nrf-ble-sniffer-
osx (https://adafru.it/ft6) package from Roland King. (Make sure you have the latest version, as of 20 June 2015, which
is now compatible with the FTDI chip used on the Adafruit board.)

Setup instructions are available on the wiki page (https://adafru.it/ft7) for the project.

Be sure to download Wireshark version 2.0.x NOT the new 2.2.7 that was released June 2017

usbaerial-DNODIWND

L3 Status : Sniffing <unknown:
Packet Count : 15 358
USB Device : FTDI - FT231X USB UART | a'n: DNOOFWND |

Addvess : dd:2b:4B:71:b5:8¢ (random)

Advertisers

MNama ; <unknown:»
Address | 46:8&:86:db:97.c1 [random)

List Devices m Capture 1o Wireshark Capture To PCAP Enter Passkey

Please note that there can be a long delay (30-60 seconds) before Wireshark shows up using the tool, due to

the X11 startup time, etc.
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http://sourceforge.net/projects/nrfblesnifferosx/
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moe % Caphuring fom SuioidersBEMBIe1 405 5 _yvite 28wl cO000GNT/HTLERAMGSI38  [Winkshark 1,121 [v1.12.1-D-g010650I from master-1.12]]
Eile Edit View Co Capture Analyze Statistics Telepheny Tooks [mternaks Help

0 AN BRXR AeswTF L2 [EEB e EgNEE B

Fll:er:| ;IElpl'cukm_._ Clear Apply Save
Ho. | Time | saurce | Destinatian | Protocel| Length| Info ]
78 13, 7SE362000 dd: b4 Tf: shroadcasts LE LL 56 HW:IQ
dd: Fh: 4 T <broadcast> LE LL 56 ADV_IND
dd: 2 dR: T “hroadcasts LE LL 56 ADV_IND
dd: 7h: 4l T hrosdoaits LE LL 3 ADV_IND
i dd: h: ;T =brosdeasts ul oL 46 ADV_IMd
B3 14 A50082000 dd: 248 T dhraadcaits LE LL 56 ADV_IMO .
B4 14, 8507456000 dd: b 4B 7T shroadcasts LE LL 56 ADV_ M0
&5 15. 401586000 dd: 248 71! shroadcasts LE LL 56 ADV_IND
&5 15, 402252000  dd: Foc 4B TH: <broadcast> LE LL 56 ADV_IND
B7 15, 402916000  dd: 2 4E: T hroadcasts LE LL 56 ADV_IND
BE 13, GAR5G5000  dd: T 4E: T <hrosdcasts LE LL 36 ADY_IND
0% 15, 040262000  dd: b 4 <hrosdoants Ui LL 36 ADV_[MD
B0 15, 040026000 dd: 2% 48 dhrandcaits oL 56 ADV_IND [
1 16, 400165000  dd: 2 46 whroadcasts LE LL 56 ADV IND Ll

- | . L
b Frame £2: 56 bytes on wire (448 bats), 56 bytes captured (428 bits) on unterface O
¥ Wordic BLE Sniffer Meta
< Bluetooth Low Energy Lisk Layer
Accens Address; DzBedtbedt
B Packe? Mesder: Oxledd (FOU Typs: ADV_ IO, Takddsfalis, Rekddsfalis)
Advertising Address: dd: 4l T bS:Be Ddd: M 4@ T bS: Be)
= Advertising Data
B Flags
B Tx Power Lewsl
= 128-bit Service Class WIDs
Length: 17
Type: 138-bit Service Class WUIIDs (0x07)

ERE ewTeTes

2 .
&4 82 01 06 . []

41 01 &7 41 %4 Ba 01 I7 35 00 &0 9@ 02 DO
¢ B9 Be 40 Le 8c b5 7 4B b o

@ & | Custom UUID (bicommon.eir...

15 189 - Displayed: 169 (100,05 Frofile: Default

If Wireshark doesn't show up and X11 has been installed correctly, try forcing X11 closed and trying a second

time. The startup process can sometimes stall.
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V1 Python API

This page is for the V1 Sniffer firmware only! If you have V2, check the other page - the process has changed

between versions.

Nordic provides a Python API for their sniffer firmware that makes it possible for us to use the sniffer on any platform,
and we've put together a basic wrapper for this APl to help you get started.

We've tested this wrapper with Python 2.7 on the following platforms:

e OS X10.10
o Windows 7 x64
e Ubuntu 14.04

To stream live data into Wireshark the way the official Windows app (https://adafru.it/k6F) from Nordic does you will
need to compile a Wireshark utility that creates a name pipe that data gets pushed through.

To keep things simple, though, you can also just log sniffed traffic directly to a libpcap file, which can be opened
directly in Wireshark when you are done, which is the easiest solution and what we'll be demonstrating here:

C==rat

Semiconductors\Snifferslogs|l

again

Requirements

To use the example we provide for the Python API, you will require the following utilities:

e Python 2.7.x (https://adafru.it/edH) (we tested with 2.7.6)
® pySerial (https://adafru.it/cLU)

If you're new to Python and pySerial, have a look at ourlinstaling Python and PySerial (https://adafru.it/k7c) guide by
Simon Monk.
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Download the API

Once you have Python and pySerial installed on your system, you will need to download a copy of the Python API.

The latest version of the API is always available on Github (https://adafru.it/edJ), but you can also download a .zip file of
the latest code directly using the button below:

https://adafru.it/edK

https://adafru.it/edK

Unzipping the file should give you a file structure resembing the image below:

. SnifferAPI

. wireshark_dissector_source

28/11/2014 15:34
21/11/2014 09:29

Dossier de fichiers

Dassier de fichiers

.D5_Store 26/11/2014 22:05 Fichier D5_STORE T Ke
| API Manifest.txt 27/11/2014 09:29 Document texte 1Ko
E- documentation.html 27/11/2014 09:29 Chrome HTML Do... 12 Ko
& eamplepy 26/11/2014 22:20 JetBrains PyCharm 2 Ko
| LICENSE.txt 27/11/2014 09:29 Document texte 2Ko
m Mordic Semiconductor Sniffer API Guide....  27/11/2014 09:29 Adobe Acrobat D... 468 Ko
| readme.rmnd 27/11/2014 09:29 Fichier MD 2Ko
& niffer.py 28/11/2014 15:48 JetBrains PyCharm T Ko
sniffer_uart_protocol.xlsx 27/11/2014 09:29 Feuille de calcul ... 21 Ko
Using the sniffer.py Wrapper

To help you get started, we've made an easy to use wrapper called sniffer.py:
$ sudo python sniffer.py -h
usage: sniffer.py [-h] [-v] serialport
Interacts with the Bluefruit LE Friend Sniffer firmware
positional arguments:
serialport serial port location ('COM14', '/dev/tty.usbserial-DNOO9WNO',

etc.)

optional arguments:
-h, --help show this help message and exit
-v, --verbose verbose mode (all serial traffic is displayed)

It takes a single argument, the COM port location, which will be something like 'COM15' on Windows, '/dev/ttyACM*' on
Linux, or '/dev/tty.usbserial* on OS X.

Linux

To run the sniffer wrapper on Linux, enter the following command (changing the serial port as necessary):

$ sudo python sniffer.py /dev/ttyACMO
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OS X

To run the sniffer wrapper on OS X, enter the following command (changing the serial port as necessary):

$ python sniffer.py /dev/tty.usbserial-DNOO9MP6

Windows

To run the sniffer wrapper on Windows, enter the following command (changing the serial port as necessary):

You can find the serial port used by the Bluefruit LE Sniffer by opening the Device Manager on your system

and looking in the 'Ports' category:

4 "7 Ports (COM et LPT)
¢ L.V USE Serial Port (COM30)

python sniffer.py COM30

Scanning for Devices

If the wrapper was able to connect to the Bluefruit LE Sniffer, it will perform a 5 second scan for Bluetooth Low Energy
devices in range, and ask you which device you want to listen to:

$ sudo python sniffer.py /dev/ttyACMO
[sudo] password for ktown:

Logging data to logs/capture.pcap
Connecting to sniffer on /dev/ttyACMO
Scanning for BLE devices (5s)

Found 2 BLE devices:

[1] "" (E7:0C:E1:BE:87:66, RSSI -52)
[2] "" (14:99:E2:05:29:CF, RSSI = -94)

Select a device to sniff, or '0' to scan again
>

Once you select a device, it will start scanning that specific device, and you will see an update every second of the
number of packets 'sniffed' from the device (where each "' represents a packet):

Select a device to sniff, or 'Q' to scan again
> 1
Attempting to follow device E7:0C:E1:BE:87:66
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Locating the Log File

Once you've sniffed enough data, simply type CTRL+C to stop, and locate the libpcap log file at the path mentionned
by the tool. This will normally be:

o Windows: 'C:\Users\ktown\AppData\Roaming\Nordic Semiconductor\Sniffer\logs \capture.pcap' (this will of
course change based on your username)
e OS X/Linux: 'logs/capture.pcap' (relative to the location of the Python API)

Analyze Data in Wireshark

At this point, you simply need to open the capture.pcap file in Wireshark, and you can analyze the sniffed data!

The image below shows an advertising packet from a factory default Bluefruit LE Friend (https://adafru.it/edl) board:

b5k from master-112] [ e | )
Analyze  Stetistics  Telephony Took |ntemsh  Help

X2 aevsaTa aaapD @ae®|% &8

-

Lapture
oo Aamad B6

Filter: E| Bipression.. Clear Apphy Save
Ha. Time: Source: Destination Protocol  Length  Info -
228 13. 347128 Slave Master LE LL &0 ADV_IND
279 13, 348449 slave Master LE LL &0 ADV_IND
230 13. 893268 Slave Master LE LL B0 ADV_TND
231 13. 896275 Slave MasTer LE LL B0 ADV_IND
232 13898702 Slave MasTer LE LL &0 ADV_IND
233 14.447219 Slave Master LE LL &0 ADV_THND
234 14.449674 Slave Master LE LL B0 ADV_IND
235 14.451346 slave Master LE LL &0 ADV_IND
236 14. 9985824 Slave Master LE LL &0 ADV_TIND -

m

© Frame 232: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
# wordic BLE sniffer meta
Access Address: OxBeSfbedd
# Packet Header: Ou2240 (PDU Type: ADV_IND, Txadd=false, Rxadd=falsel)
Advertising Address: e7:Ociel:be:87:66 (e7:0c:el:be:87:66)
| Advertising Data
- Appearamce: Gemeric Tag
Length: 3
Type: appearance (0xl9)
Appearance: Generic Tag (0x0200)
= Flags
Léngth: 2
Type: Flags (0x01)
00D, .... = Reserved: Owdd
simultanecus LE and BR/EDR to Same Device capable (Host): false (0x00)
simultaneous LE and BR/EDR to Same Device Capable (Controller): false (Ox0d)
BR/EDR NOT Supported: true (Ox01)
A LE Geéneral Discoverable Wwode: true (0x01)
ceas 2ea0 = LE Limited Discoverable mode: false (0x00)
= Tx Power Level
Length: 2
Type: Tx Power Level (Oxda)
Power Level (dBm): O
5 128-bit service class uuips
Length: 17
Type: 128-bit Service €lass uuIbs (0x07)
Custom UUID: Secadc240es5ade093f 2a2b501004 06

-
[

= [Expert Info (Chat/Protocol): correct]
[correct]
[severity level: chat]
[Group: Protocol]

OB 06 35 01 od Ob 06 Oa oO1
00 dé be 89 Be 40 66 B

o

27 34 00 OO0 98 02 0O
b o o0

O” Advertrsing Dista (bteommonueir_adlacvertr.  Packets: 1... | Profile: Default

Note that the utility will start sniffing data as soon as you connect to the Bluefruit LE Sniffer, so early packets

in the log file might contain advertising packets from other devices in range. It will only start filtering packets
once you select a specific device via the selection dialogue.

For information on how to use Wireshark, have a look at the notes on the official nRF Sniffer utility (https://adafru.it/k6F),
which describes some of the packet types you might encounter working with Bluetooth Low Energy.
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Working with Wireshark

This page will work with both V1 and V2 sniffer firmware, once you've got the software installed

Working with Wireshark

Once Wireshark has loaded, you should see the advertising packets streaming out from the selected BLE device at a
regular interval, as shown in the image below:

Eile Ge Help
ceodm I BEXR A+saTi EE e apmg B
Filter:  btle E Expression... Clear App'y Save
No. Time Source Destination Protocol  Length  Info -
210 318. 0421390 slave Master LE LL 60 ADV_IND
211 38. 0460030 5lave Master LE LL 60 ADV_IND
212 18. 0478100 5lave MASTEr LE LL 60 ADV_IND
213 38, 5964040 5Tlave Master LE LL B0 ADV_IND
214 38. 5991960 slave Haster LE LL 60 ADV_IND
215 38, 6012380 5Tave Haster LE LL 60 apv_IND
216 39.1499950 Slave MasTer LE LL 60 ADV_IND
217 39.1526170 51ave Master LE LL G0 ADV_IND
216 39.1543130 Slave MasTer LE LL 60 ADV_IND
219 39, 6971230 Slave Haster LE LL &0 ADV_IND
220 39. 7004780 Slave Master LE LL &0 ADV_IND
221 19.7022140 slave Master LE LL 60 ADV_IND
222 40. 2470320 5Nave Haster LE LL 60 ADV_IND
223 40. 2502480 5lave MASTEr LE LL 60 ADV_IND
224 40, 2522760 5lave Master LE LL &0 ADV_IND
225 40. B0D4240 Slave Haster LE LL 60 ADV_IND
226 40, 8039290 sTave Haster LE LL G0 apv_IND
227 40.BOSGEE0 Slave MasTer LE LL 60 ADV_IND
228 41. 3522920 5lave Master LE LL &0 ADV_IND I
229 41. 3554460 Slave Haster LE LL 60 ADV_IND :’
230 41. 3572300 slave Haster LE LL 60 ADV_IND -
1| m h ¢

® Frame 1: 60 bytes on wire (480 bits), 60 byres caprured (480 bits) on interface 0
| ® Mordic BLE sniffer meta
L]

0000 11 06 35 01 42 70 06 Oa 01 25 2b 00 0O 26 &F OB
0010 00 dé be 89 Se 40 22 11 95 31 <7 c6 ed 03 19 00
0020 02 02 01 06 02 Oa 00 11 OF 9e ca dc 24 De e5 a9
0030 e0 93 £3 a3 b5 01 00 40 &e fb fa fo

() [ \\\pipelwareshark_nordic_ble: <live capturein | Packets: 230 - Displ. | Prafie: Defauit

One of the key benefits of WireShark as an analysis tool is that it understands the raw packet formats and provides
human-readable displays of the raw packet data.

The main way to interact with BLE data packets is to select one of the packets in the main window, and then expand
the Bluetooth Low Energy Link Layer treeview item in the middle of the Ul, as shown below:
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File Edt Niew Go Captune Analyze Statistics Telephony Took [ntemals Help
e Al BEEXR Ae+aTL2([EE aQAR @PDB % B

Filtes: | e [] Expression... Clear izpty Save
Ha. Time Source Destinaticn Protocol  Length  Info -
1338 245. 312104 Slave Master LE LL 60 ADV_IND 5
1339 245, 315097 51ave Master LE LL &0 ADV_IND -

@ Frame 1338: &0 bytes on wire (480 bits), 60 bytes captured (480 bits) om interface 0
+ Nordic BLE sniffer meta '

Access Address: OxSeEgbeds
@ Packet Header: 0x2240 (PDU Type: ADV_IND, Txadd=false, rxadd=false)
Advertisimg Address: ed:cB:c7:31:95:11 (ed:cB:cT:31:95:11)

B Advertisimg Data
= Appearance: Generic Tag
Length: 3
Type: appearance (0x19)
Appearance: Generic Tag (0x0200)

Type: Flags (Ox01)
000. .... = Reserved: 0x00
+o0 .... = Simultaneous LE and BR/EDR to Same Device Capable (Host): false (OwDO)
. 0... = Simultaneous LE and BR/EDR To Same Device Capable (Comtroller): false (0x00)
.1.. = BR/EDR Not Supported: true (OxO1)
1. = LE General piscoverable mode: true (Ox01)
.0 = LE Limited Discoverable Mode: false (0x00)
= Tx Fmr l.evel
Length: 2
Type: Tx Power Level (0x0a)
Power Leével (dem): O
= 128-bit Service Class UUIDs
Length: 17
Type: 128-bit Service Class UUIDs (O0xO7)
Custom UUID: Secadc?4Oeesade0dif 1aibs0l004068

0000 11 06 35 01 7b 75 06 Da 01252hD0005eS!D!
00 40 22 895 31 c‘ HJ ed Z_.'.l

8] .'!' Addvertising Data (becommon.sir_adadvertis... | Packets: 1392 . Di... | Profile: Default

Clicking on the Advertising Data entry in the treeview will highlight the relevant section of the raw payload at the
bottom of the screen, but also provides human readable information about the payload that can save you a lot of time
trying to debug or reverse engineer a device.

We can see, for example, that the device is advertising itself as a Bluetooth Low Energy only device ('BR/EDR Not
Supported'), with a TX Power Level of 0dBm, and a single service is being advertised using a 128-bit UUID (the UART

service in this case).

Capturing Exchanges Between Two Devices

If you wish to sniff data being exchanged between two BLE devices, you will need to establish a connection between
the original device we selected above and a second BLE device (such as an iPhone or an Android tablet with BLE

capabilities).

The nRF-Sniffer firmware is capable is listening the all of the exchanges that happen between these devices, but can
not connect with a BLE peripheral or central device itself (it's a purely passive device).
Scan Response Packets

If you open up nRF UART on an Android or iOS device, and click the Connect button, the phone or tablet will start
scanning for devices in range. One of the side effects of this scanning process is that you may spot a new packet in
Wireshark on an irregular basis, the 'SCAN_REQ' and 'SCAN_RSP' packets:
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Ehmmﬁomnmwurwlmmuap
e Am I BEEX2 ResaTFTL QD #FHM % B

Mo. Time Source: Destinatson Protocol  Length  Infio -
3890 713. 339295 Slave Master LE LL 60 ADV_IND
3891 713. 340712 5lave MASTEr LE LL 38 SCAM_REQ
3892 713. 342455 Slave Master LE LL 38 SCAN_RSP
3893 713. 343931 slave MasTer LE LL 60 ADV_IND
3894 713.683519 Slave Master LE LL 60 ADY_IND ol
3895 713. BE6540 Slave MASTEr LE LL 60 ADV_IND

3806 713.B88285 Slave Master LE LL B0 ADV_TND -

8 bytes captured (30 on interface O

Access address: OxBe8Sbedt
® Packet Header: OwOcd4 (PDU Type: SCAN_RSP, Txadd=false, Ruadd=false)
advertising Address: e4:¢6:c7:31:95:11 (ed:c6:c7:31:95:11)
= Scan Response Data: 050955415254
= advertising Data
= Device Name: UART
Length: 5
Type: Device Name (0x09)
Device Name: UART

© CRC: Ox@8adfc ]

@ BT Frame (frame), 38 bytes | Packets: 4682 - Di | Profile: Default
e —

The Scan Response is an optional second advertising packet that some Bluetooth Low Energy periperhals use to
provide additional information during the advertising phase. The normal mandatory advertising packet is limited to 31
bytes, so the Bluetooth SIG includes the possibility to request a second advertising payload via the Scan Request.

You can see both of these transactions in the image above, and the Device Name that is included in the Scan
Response payload (since the 128-bit UART Service UUID takes up most of the free space in the main advertising
packet).

For more information on Scan Responses and the advertising process in Bluetooth Low Energy see ourlntroduction to
Bluetooth Low Energy Guide (https://adafru.it/iCo).

Connection Request

Once we click on the UART device in nRF UART, the two device will attempt to connect to each other by means of
a Connection Request, which is initiated by the central device (the phone or tablet).

We can see this CONNECT_REQ in the timeline in the image below:
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Ele Edt Yeew Go Captwe fnalyze Slatistics Telephony Touks otemats Help
oo adm BEEXQ AacraTa2 (e aacan daD"% ®

I T T Darigon Pratmcel gt e
6498 1190, 19107 5lave Master LE LL B0 ADV_IND
6499 1190, 73693 slave MAsTer LE LL 60 ADV_IND
$500 1190, 73983 5Tave Master LE LL B0 ADV_IND
6501 1190, 74166 Slave Master LE LL 60 ADV_IND
6502 1191, 29056 5Tave Master LE LL G0 ADV_IND
6503 1191. 23414 Slave MasTer LE LL &0 ADV_IND
6504 1191, 20600 5lave Master LE LL &0 ADV_IND
6505 1191, B4026 Slave Master LE LL 60 ADV_IND
6506 1191, 84456 5Tave Master LE LL G0 ADV_IND
6507 1191, B4624 Slave Master LE LL 60 ADV_IND

0771 slave Mas LE LL &0 ADV_IND
[ 1270 Slave Mas T & NECT_REQ
6510 1192, 45658 Master Slave LE LL 26 Empty PDU
6511 1192, 45809 Slave Master LE LL 26 EmpTy PDU
6512 1192, 50610 Master slave ATT 35 Revd write Request, Handle: OxO0le
6513 1192, 50758 5lave Master LE LL 26 EmpTy PDU
6514 1152, 60330 Master slave LE LL 26 Empty PDU
6515 1192, 60471 Slave Master LE LL 26 Empty PDU
6516 1192. 69980 Master slave LE LL 26 Empty PODU
6517 1192, 70140 5lave Master LE LL 26 EmpTy PDU
6518 1192, T4E68 MasT ér slave LE LL 26 EmpLyY PDU
i m |

@ Frame 6509: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
 mordic BLE smiffer meta

]

0000 11 06 35 01 ae 89 06
0010 00 d6 be B9 Be 85 22
0020 7 <6 o4 75 11 d& B4 5F
0030 00 bc 02 ff ff 03 =

@ B 1\ pipelwireshark_nordec_ble: <live capture i... | Packets: 7286 - Di... | Profile: Default

|

Write Request

Once the connection has been established, we can see that the nRF UART application tries to write data to the
BLEFriend via a Write Request to handle '0x001E' (which is the location of an entry in the attribute table since

everything in BLE is made up of attributes).
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Fle 6t Yew Go Captue Anshae Ststatics Telephony Iock Intemsls Help
cedm BEXR A¢raTa2([EE aaan ans % @

o, Time Source Destination Protocol  Length  Info -
6508 1192, 40771 slave MASTEr LE LL &0 ADV_IND
6509 1192. 41270 Slawve Master LE LL &0 CONNECT_REQ -
6510 1192. 45658 master slave LE LL 26 EmpTy PODU
6511 1192, 45809 s1ave Master LE LL 26 Empty PDU
6512 1192. 50610 MasTer slave ATT 35 Revd write Request, Mandle: Ox00le
6513 1192, 50758 5Tave Master LE LL 26 Empty PDU
6514 1192. 60330 Haster Slave LE LL 26 Empry PODU
G515 1192. 60471 51ave Master LE LL 26 Empty POU
6516 1192. 69980 MastTer Slave LE LL 26 EmpTy PDU
6517 1192, 70140 51ave Haster LE LL 26 Empty PDU

+ Frame 6512: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) om interface O
@ wordic BLE sniffer meta
= Bluetooth Low Energy Link Layer
Access Address: OxB4d81175
& Data Header: Ow0902
@ CRC: Ox32acff
= Bluetooth L2CAP Protocol
Length: 3
CID: Attribute Protocol (OxO004)

= Bluetooth Artribute Protoco
Optode: write Request (Oxl)
Handle: OxODLe
value: 0100

0000 11 06 1c 01 b2 89 06 0a 03 0b 2b 02 OO 37 bd OO ........ .. +..7..
0010 00 75 11 d8 B4 O2 09 05 00 04 00 (EIFCHCEONN .u...... ...R00H
0020 4c 35 ff LS.

@ M Bluetooth Attribute Protocol (beatt), § bytes | Packets: 31995 .. | Profile: Default

What this write request is trying to do is enable the 'notify' bit on the UART service's TX

characteristic (https://adafru.it/k7b) (OxOO1E is the handle for the CCCD or 'Client Characteristic Configuration
Descriptor (https://adafru.it/ecl)’). This bit enables an 'interrupt’ of sorts to tell the BLEFriend that we want to be alerted
every time there is new data available on the characteristic that transmits data from the BLEFriend to the phone or
tablet.

Regular Data Requests

At this point you will start to see a lot of regular Empty PDU requests. This is part of the way that Bluetooth Low
Energy works.

Similar to USB, all BLE transaction are initiated by the bus 'Master', which is the central device (the tablet or phone).

In order to receive data from the bus slave (the peripheral device, or the BLEFriend in this particular case) the central
device sends a 'ping' of sorts to the peripheral at a delay known as the 'connection interval' (not to be confused with
the one-time connection highlighted earlier in this tutorial).

We can see pairs of transaction that happen at a reasonably consistent interval, but no data is exchanged since the
BLEFriend (the peripheral) is saying 'sorry, | don't have any data for you"
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4

Time Source Destination Protocel  Length  Info -
6508 1192.40771 5lave Master LE LL 60 ADV_IND
6509 1192.41270 Slave Master LE LL 60 CONNECT_REQ
6510 1192, 45658 master slave LE LL 26 Empry PODU
6511 1192.45809 slave Master LE LL 26 Empty POU
6512 1192, 50610 MasTer slave ATT 35 Rovd write Request, Handle: Ox00le M
6513 1192, 50758 Slave Master LE LL 26 Empty PODU
6514 1192. 60330 master slave LE LL 26 Empry POU
6515 1192, 60471 Slave Master LE LL 26 Empty PDU
6316 1192. 69980 MastTer slave LE LL 26 EMpTY PDU
6517 1192, 70140 Slave Haster LE LL 26 Empty PDU
6518 1192, 74868 Mmaster slave LE LL 26 Empry PDU

e pty POy
6320 1192. 79803 Master slave LE LL 26 Empry POU
G521 1192. 79943 sTave Master LE LL 26 Empty PDU
6522 1192. BA87S MasTer slave LE LL 26 EmMpLY POU
G523 1192, 85002 5lave Master LE LL 26 Empty PDU
6524 1192. 94425 Master slave LE LL 26 Empty POU
6525 1192, 94553 slave Master LE LL 26 Empty PDU
6526 1193. 04087 MasTer slave LE LL 26 EmMpTy POU
6527 1193.04208 5lave Master LE LL 26 Empty FDU
6528 1193.13933 Master Slave LE LL 26 Empty PODU
6529 1193.14064 slave Master LE LL 26 Empty PDU
l.E!ti.G'_lé-.El.!-..?.!!iﬁif_t!!it.?!_—ﬂ!!s_. LE LL 26 EmOTY POU =
El 1] L]

& Frame 6519: 26 bytes on wire (208 bits), 26 bytes captured (208 bits) on imterface 0
+ Nordic BLE sniffer meta
= eluetooth Low Energy Link Layer
Access Address: OxB4d81175
[ Data Header : 0x000%
& €RC: Oub5efss

0000 11 06 13 01 b9 E9 06 Da 09 11 2b 07 00 99 00 0O T
0010 00 75 11 di B4 08 00 ad f7 aa arraa owe

@ ™ \\\pipewireshark_noidic_ble <live capture i | Packets: 33555 ... | Profile Default

Notify Event Data

To see an actual data transaction, we simply need to enter some text in our terminal emulator SW which will cause the

BLEFriend to send the data to nRF UART using the UART service.

Entering the string 'This is a test' in the terminal emulator, we can see the first packet being sent below (only the 'T'
character is transmitted because the packets are sent out faster than we enter the characters into the terminal

emulator):
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Fitter: [ Expression... Clear spply Save

Ha, Tienst Sonmce Destanation Pretocol  Length  Info -
55593 2854, 95085 5lave Master LE LL 26 Empty PDU
55594 2854, 99E92 MASTEr slave LE LL 26 EmpTy POU
55595 2855. 00035 sTave Master ATT 34 Revd Handle value mMotification, Handle: O0x001c
55596 2855. 04974 Master Slave LE LL 26 Empty PODU
55597 2855. 05107 slave Master LE LL 26 Empty POU
55598 2855, 00619 MasTer Slave LE LL 26 Empty PDU
55599 2855. 09776 slave MAsTer LE LL 26 EmpTy POU
55600 285%.10274 master Slave LE LL 26 Empty PDU
55601 2855.19395 Slave Master LE LL 26 Empty PODU
55602 2855.20033 Master slave LE LL 26 Empty POU
55603 2855.29210 5lave Master LE LL 26 Empty PDU
55604 2855. 3135914 MASTer slave LE LL 26 EmpTy PDU
55605 285%, 34070 sTave Master LE LL 26 Empty PDU -
35606 2855. 38B16 MasTer slave LE LL 26 EmpTy PDU
55607 2855. 38971 slave § Master LE LL 26 Empty PDU ol
4| -

3]

Frame 55595: 34 bytes on wire (272 bits), 34 bytes captured (272 bits) on inverface 0
mordic BLE sniffer meta
= Bluetooth Low Energy Link Layer
Access address: OxBAd811735
E Data Header: Ox080a
00, .... = RFU: O
.0 .... = More Data: False
. 1... = Sequence wumber: True
.0.. = Next Expected Sequence Mumber: False
veas 2210 = LLID: Start of an L2CAP message or a complete L2CAP message with no fragmentation (0x02)
000, .... = RFU: O
...0 1000 = Length: &
w CRC: OwGed7ce
= sluetooth L2CAP Protocol
Length: 4
CIp: Artribute Protocal (Ox0004)
Bluetooth Attribute Protoco
opcode: Mandle value motificatiom (Oxlb
Handle: Ox001c

B

value: 54

11 06 1b 01 6d 49 O Oa 01 Od [ T
0010 00 75 11 dB B4 Oa 08 04 00 04 Uevaans oo ORIV
0020 e9 T3 H

@ ¥ Buetooth Anribute Protocol (btatt) & bytes | Packets: 57843 . Dn... | Profile: Default

What this 4-byte 'Bluetooth Attribute Protocol' packet is actually saying is that attribute Ox001C (the location of the TX
characteristic in the attribute table) has been updated, and the new value is '0x54', which corresponds to the letter 'T".

Scrolling a bit further down we can see an example where more than one character was sent in a single transction ('te'
in this case):
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Hihe T Source Diestination Protocol  Length Info -
IIOLY B33, /P8 S1AVE Haster Lk LL £ BMPTY UL
55620 2855. 82728 Master Slave LE LL 26 Empty PDU
55621 2B55. 82924 slave Master ATT 35 reve Handle value notification, wandle: OwDOle
55622 2855, BT881 master Slave LE LL 26 Empty PODU
55623 2855. BB01Z slave Master LE LL 26 EmpTy PDU
55624 2855, 97345 Master slave LE LL 26 Empty FOU
55625 2855. 97489 5lave Master LE LL 26 Empty PDU
55626 2B56. 02266 Master slave LE LL 26 Empry POU
55627 2856.02432 slave Master ATT 35 rowd Handle value notification, Handle: OxOOlc
35628 2856.07305 Master Slave LE LL 26 EmpTy PDU
55625 2856.07432 slave Master LE LL 26 Empty POU
55630 2856.12020 Master Slave LE LL 26 Empty PDU
55631 2B56.12155 5lave MASTEr LE LL 26 Empty FOU m
55632 2856. 71800 Master Slave LE LL 26 Empty PDU
55633 2856. 21981 Slave Master ATT 35 rowd mandle value notification, wandle: Ow00lc
EREE L S e e s Al et )
“ m | *

 Frame 55627: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) on interface 0
@ nordic BLE sniffer mera
= Bluetooth Low Energy Link Layer
Access Address: OxB4dE1175

= Data Header: Ox0S06
RFU: O
More Data: False
Sequence Number: False
NexT Expected Sequence wumber: True
LLID: Start of an L2CAP message or a complete L2CAP meéssage with no fragmentation (0x02)
RFU: O
Length: @

& CRC: OwlB83f56
= Bluetooth L2CAP Protocol
Length: 5
CID: attribute Protocol (0x0004)
= Bluetooth Attribute Protocal
Opcode: Handle value motification (Oxib)
Handle:

0000 11 06 1c 01 Bd 49 06 Oa 01 10 2b 42 85 97 00 00

0010 00 75 11 d8 84 06 09 05 00 04 00 1b 1c 00 EENEE

0020 18 fc 6a

@ * | Value (btatt.value), 2 bytes | Paschoets: GADGS - Dii.. | Profile: Default
——

The results of this transaction in the nRF UART application can be seen below:
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L nRF UART v2.0

Disconnect

[01:41:33] Connected to: UART
[02:06:52] TX: this is a test
[02:07:42] TX: this is a test
[02:09:15] RX: T

[02:09:15] RX: his

[02:09:16] RX: i

[02:09:16] RX: s

[02:09:16] RX: a

[02:09:16] RX: te

[02:09:16] RX: st

| Send

Device: UART - ready

Closing Wireshark and nRF-Sniffer

When you're done debugging, you can save the session to a file for later analysis, or just close Wireshark right away

and then close the nRF-Sniffer console window to end the debug session.
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Moving Forward

A sniffer is an incredibly powerful and valuable tool debugging your own hardware, reverse engineering existing BLE

peripherals, or just to learn the ins and outs of how Bluetooth Low Energy actually works on the a packet by packet
level.

You won't learn everything there is to know about BLE in a day, but a good book on BLE, a copy of the Bluetooth 4.1

Core Specification and a sniffer will go a long way to teaching you most of the important things there is to know about
BLE in the real world.
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FAQs

When | connect to a Central device, | don't see any connection data, but when | disconnect | see the advertising
packets again. How do | capture data with a connected peripheral?

This is a limitation of the sniffer firmware from Nordic. Advertising in Bluetooth Low Energy happens on three
dedicated channels, each running at it's own frequency. For the sniffer to 'follow' the connection it needs to be
looking at the right channel when the connection happens, and there is a 2/3 chance that it is looking at another
channel at any given moment.

To capture the connection and see data exchanges post connection, you may need to connect several times until
the channels are aligned between the sniffer and the BLE peripheral+central devices.

How do | convert between Sniffer and Bluefruit LE firmware using SWD?
Reflashing Bluefruit LE modules over SWD (ex. switching to the sniffer firmware and back) isat your own risk and
can lead to a bricked device, and we can't offer any support for this operation! You're on your own here, and
there are unfortunately 1,000,000 things that can go wrong, which is why we offer two separate Bluefruit LE Friend
boards -- the sniffer and the normal Bluefruit LE Friend board with the non-sniffer firmware, which provides a
bootloader with fail safe features that prevents you from ever bricking boards via OTA updates.

AdaLink (SWD/JTAG Debugger Wrapper)

Transitioning between the two board types (sniffer and Bluefruit LE module) is unfortunately not a risk-free
operation, and requires external hardware, software and know-how to get right, which is why it isn't covered by our
support team.

That said ... if you're determined to go down that lonely road, and you have a Segger J-Link (which is what we use
internally for production and development), or have already erased your Bluefruit LE device, you should have a look
at AdalLink, which is the tool we use internally to flash the four files required to restore a Bluefruit LE module. (Note:
recent version of Adalink also support the cheaper STLink/V2, though the J-Link is generally more robust if you are
going to purchase a debugger for long term use.)

To go from the sniffer to Bluefruit LE firmware the mandatory Intel Hex files are available in the Bluefruit LE Firmware
repo. You will need to flash:

An appropriate bootloader image

An appropriate SoftDevice image

The Bluefruit LE firmware image

The matching signature file containing a CRC check so that the bootloader accepts the firmware image above
(located in the same folder as the firmware image)

The appropriate files are generally listed in the version control .xml file in the firmware repository.

If you are trying to flash the sniffer firmware (at your own risk!), you only need to flash a single .hex file, which you
can find here. The sniffer doesn't require a SoftDevice image, and doesn't use the fail-safe bootloader -- which is
why changing is a one way and risky operation if you don't have a supported SWD debugger.

Adafruit_nF51822_Flasher

We also have an internal python tool available that sits one level higher than AdaLink (referenced above), and
makes it easier to flash specific versions of the official firmware to a Bluefruit LE module. For details, see the
Adafruit_nRF51822_Flasher repo.
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https://www.adafruit.com/search?q=J-Link
https://github.com/adafruit/Adafruit_Adalink
https://www.adafruit.com/products/2548
https://github.com/adafruit/Adafruit_BluefruitLE_Firmware
https://github.com/adafruit/Adafruit_BluefruitLE_Firmware/blob/master/releases.xml
https://github.com/adafruit/Adafruit_BluefruitLE_Firmware/tree/master/sniffer/1.0.1
https://github.com/adafruit/Adafruit_nRF51822_Flasher

Why isn't the Firmware V1 plugin working in Wireshark?
The Sniffer Firmware V1 plugin was written for Wireshark 1.12.x and won't work with older versions of the tool or the
new 2.x family. Be sure to download an appropriate version (for example 1.12.1, which is the version used in this
guide).

Why am | being warned my Sniffer V1 firmware is out of data but updates fail?
The Adafruit board has a small difference compared to the original Nordic HW that Nordic wrote their sniffer
firmware for. To keep the cost as low as possible, we don't populate the optional 32.768KHz RTC crystal on our
boards, whereas it is present on the more expensive Nordic development kit.

Because the startup code in the sniffer firmware from Nordic uses this crystal, we had to request a custom version
from Nordic that uses the internal 16MHz RC oscillator instead. When providing us the custom firmware, they
changed the version number slightly, which is the reason for the warning message.

You can safely ignore the firmware update warning and use the device as normal, and in fact updating to a
firmware from Nordic won't work unless you also solder the optional 32.768KHz crystal on the bottom of your PCB
as well.

How can | check that the sniffer is outputting data?
If you think there is a problem with your sniffer, you should look at the LED closest to the black SWD connector box
at the end of the board. It should flash every time Bluetooth Low Energy activity is detected when the serial port is
open.

You can also open a Terminal Emulator (Putty, RealTerm, etc.) with the following settings, and you should see data
coming out almost as soon as you plug the sniffer in:

® Baud Rate: 460800
e HW Flow Control: RTS + CTS Enabled

What is the difference between blue boards and black board)?
The Black boards (hardware v3) uses the much cheaper CP2104 USB to Serial bridge, and drops the SWD
connector which had to be manually placed during the manufacturing process. This allows us to offer the sniffer
board at a significant discount compared to the original, without sacrificing functionality that 99% of customers
required. (The SWD pins are still available as pads on the bottom of the PCB if you need them!).

VERSION 3.0 ' VERSION 1.0
CP2104 BASED FTDI BASED
NO SWD CONNECTOR SWD CONNECTOR
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Downloads
Files

® EagleCAD PCB files on GitHub (https://adafru.it/oYD)
® Bluetooth LE module Datasheet (https://adafru.it/oYE)

Schematic
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